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Mozens yrpo3 0€30IaCHOCTH IEPCOHAIBHBIX NaHHBIX (dajgee — Mojenb) mpu ux 00paboTke B
UH(QOPMAIMOHHON CHCTEME MTePCOHANTLHBIX AaHHEIX (nanee — MCITH):

1)

2)

3)

BKIIHOYacCT.
= OIIMCaHHuC YIpo3.
OILICHKY BEPOATHOCTH BOSHUKHOBCHUSA yIpO3.

- OLIEHKY pEalIM3yEMOCTH YIpo3.
OLIEHKY OIIaCHOCTH YI'PO3.
OIIpeNENIeHHE aKTyaIbHOCTH yIPO3.

B 3axkaroueHHH TaHBl PEKOMEHMNALMH II0 MepaM 3alIWTHI Ul YMEHBIICHWS OMAaCHOCTH aKTyalbHBIX
yrpos.

1.0Onucanne yYIrpo3 1 O€HKa BEPOATHOCTH UX BOSHHKHOBCHHUS

Kaaccupuxanus nHapymureei
[To npusnaxy npurHagnexxHocTd k UCIT/[H Bce HapyIIUTeNu NENSTCs Ha {BE TPYIIIEL:

- BHRIIHHE HapyIIuTenu — (U3WUYECKUE JIMla, HE HUMEIoIMe IIpaBa I[peOBIBAHUS HA TEPPUTOPUHU
KOHTPOIIMPYEMOH 30HEI, B IIpeliesiaX KoTopoi pazmermaetcst obopynosarue MCIIIH;

- BHYTPCHHHE HapylnuTeNn — (QU3WYecKHe IHIlla, MMEIOIHNe MpaBO INpPeOBIBAHUS HA TEPPUTOPHH
KOHTPOJHPYEMOM 30HBI, B Mpe/ieax KoTopoi pasmeraercs odopynoBanue MCIIIH.

Buemmnuii HapymuTens

B xauyecTBe BHENIHEr0 HapyLIMTEIS MH(POPMALUMOHHON O€30IIaCHOCTH, PACCMATPUBACTCS HAPYLIUTEIb,
KOTOPBI HE HMMEeT HEMOCPEICTBEHHOIO [OCTylla K TEXHUYECKHUM CPENCTBAM M PECypcaM CHCTEMBL,
HaXOASIIMMCS B Ipefiesiax KOHTPOJIUPYEMOH 30HEL.

[Ipeamonaraercs, dYTO BHENIHWH HapylIMTElb HE MOXET BO3ACHCTBOBATH Ha 3alIMINAEMYIO
uHOOPMAMIO MO0 TEXHHYCCKMM KaHallaM yYTEeUKHM, TaK Kak o0beM HHQOpManuu, XpaHuMod u
oOpabateiBaemoii B MCIIJ[H, sBISETCS HENOCTATOYHBIM JIJII BO3MOXXHOM MOTHBAIMW BHEITHETO
HapYIIUTENd K OCYIUECTBICHHIO JCHCTBUH, HAllPaBJICHHBIX YTCUKYy HH(POPMALHMU IO TEXHUYECKUM
KaHaJlaM VTCUYKH. :

[lpeanonaraercs, 9TO BHEUIHWH HApYIIUTENIb MOXKET BO3JEHCTBOBATH Ha 3alIUINAEMYI0 HH(OPMALIHIO
TOJIBKO BO BpeMs €€ mepeaady 110 KaHajlaM CBSI3H.

BHyTpeHHuii HapymuTe/Ib

BO3MOKHOCTH BHYTPEHHETO HApYIIHTENS CYIIECTBEHHBIM 00pa3oM 3aBHCAT OT JEHCTBYIOIIHX B
OpEdenax KOHTPOIMPYEeMOH 30HBI OrPAaHMYMTENBHBIX (AKTOPOB, M3 KOTOPBIX OCHOBHBIM SABJISCTCS
PeAnH3aEa KOMIUIEKCA OPraHu3allMoOHHO-TEXHHUECKUX MEDP, B TOM YHCIE IO I0AOOPY, PAaCCTaHOBKE H
oOecneucHni0 BBICOKOH MPO(GEeCCHOHAIBHON MOATOTOBKU KaapoB, NOIYCKY (DH3HYECKHX JIML BHYTPb
KOHTDONMPYEMOH 30HBI ¥ KOHTPOJIIO 32 TOPSAKOM MOPOBEAEHMs paboT, HaNpaBlEHHBIX HA
NpeloTBpallicHNEe | NPeceueHre HeCaHKIIMOHUPOBAHHOTO JIOCTYIIA.

Cucrema pasrpammuenust noctyna HMCIIJIH obecrieunBacT pasrpaHMyYCHUE IpaB I0Jb30BATENICH Ha
A0CTYN K HE(OPMANKHOHHEIM, TPOrPAMMHBIM, annapaTHeIM U ApyruM pecypcam MCII/IH B cooTBETCTBHH €
NPHHATOH NOJHTHKON HH(DOPMAIMOHHOM Oe3omacHOCTH (IpaBWiaMu). K BHYTPEHHHM HapyLIMTEIAM
MOTYT OTHOCHTBCS:
amvmamucTparopsl UCII [T (kateropus I);
aIMHHHCTPATOPBI KOHKPETHBIX NojcucTeM uid 6a3 nanHbix MCILTu (kareropus II);
noas3osarend MCI1/IH (kateropus III);

- [OIb30BATENH, SBJSIONIMECS BHENIHMMM 110 OTHOLIEHHWIO K KOHKDETHOM aBTOMAaTH3MPOBAHHOH
cuacteMe (kareropus [V);

- nuna. obranarnme BO3MOKHOCTRIO JOCTYIIa K CHCTEME [IepeJadyl JaHHBIX (Karteropus V);



- COTPYAHHKH YYPEKIEHUS, HMEIOIINe CAHKIMOHUPOBAHHEIM JOCTYI B CHYKEOHBIX LEIIX B
NOMEIeHHs., B KOTOPBIX pasMmertatorcs sinemeHnTsl VMCIT/H, HO He uMerommue mpaBa JOCTYIa K HUM
(xareropus VI);

- obcayxmBarOmIUi mepcoHan yupexaeHus (kareropus VII);

- YIOJHOMOYCHHBIN nepcoHal paspadoruuxos MCII/IH, KOTOpEI Ha JOTOBOPHONW OCHOBE UMEET IPABO
#a Texnamueckoe obcnyxuBanne u Monudukaruio komnonenTos MICIIn (xareropus VIII).

Ha nmn xareropuit | u [l Bo37OKeHE! 3amaud MO aAMHUHUCTPHPOBAHHIO ITPOTPAMMHO-AMNAPATHBIX
cpencts 1 6as nannpix VCITJ{H w1t HETerpanuu 1 oGecedeH s B3aUMOIEHCTBYS Pa3InYHEIX IOJCHCTEM,
sxomsumx B cocras MCITJIH. AAMMHHCTPATOpbl IOTCHIMAIBLHO MOIYT PpEajlM30BBIBATE YIPO3bI
uHbOpMammonHOH OesomacHocTH (manmee — MbB), wcnonb3ys BO3MOXKHOCTH IO HEMOCPEACTBEHHOMY
AOCTYNY K sammimaeMoi nadopmaiiu, odpadarsiBaemMoit u xpanuMoi B MCII/IH, a TakKe K TEXHUYECKUM
u mporpammusiv cpencteam VICIIJIH, BKIIIOYAs CPeACTBA 3ALIMTHI, HCIIONb3yeMble B KOHKpETHEIX AC, B
COOTBETCTBHE C VCTAHOBJICHHBIMHU JJISL HUX aJIMUHUCTPATUBHBIMHU IIOJTHOMOYHSIMA.

JTH AMOa XOpOII0 3HAKOMBI C OCHOBHBIMH QJIOPHTMaMH, IPOTOKOJAMH, pCalH3yeMbIMU U
menoassyemeiMi B KOHKpeTHbIX noxacucremax u MCII[IH B menoMm, a Takke ¢ IPUMEHSEMBIMH
NPHHIMNAME B KOHICTIUAMU 0€3011aCHOCTH.

Ilpeanonaraercs, 4YTO OHH MOIVIM Obl HCIIONB30BaTh CTaHIAPTHOE 000pyjaoBaHMe JIUOO VIS
pacHTHOuEamME yg3BUMOCTel, ubo it peanuzanuu yrpos Mb. Jlannoe o6opynoBanue MOMKET OBITh Kak
SaCTHIO LWITATHBIX CPEJACTB, TAK ¥ MOXKET OTHOCHTBCSA K JIETKO IIOIyYaeMOMY (HAalpUMED, IIPOrpaMMHOE
obecneueHne, NOMYYEHHOE W3 OOIIEIOCTYITHBIX BHEITHUX HCTOYHHUKOB).

Kpome TOro. mpeamojiaraercs, 4YTO OTH JMLA MOram Obl pacrojararth CHENHaTi3HPOBaHHBIM
oDopy1oBaHHEM.

K nuuam xareropuii [ u [I BBUAy vX HckmounTenbHod ponu B ICIT/IH 10/DKEH MPUMEHSATHCS KOMITICKC
0COOBIX OPrasM3alHOHHO-PSKUMHBIX MEp IO MX HOAOOpY, NPUHATHIO HA paboTy, HA3HAYEHMIO HA
JOMKHOCTE M KOHTPOJIXO BLITOJTHEHHUS QYHKIMOHAIBHBIX O0A3aHHOCTEN .

[Ipennonaraercs, yto B yucio jun kateropuit I u II 6yayT BKIHOYATECSA TOJIBKO TOBEPEHHBIC JTHLA H
NO3TOMY YKa3aHHbIS LA UCKITIOYaIOTCSA H3 YHC/Ia BEPOATHAIX HAPYIIHTEICH.

[Npeanonaraeres. aro mura kateropui [11-VIII oTHOCATCA K BEPOATHBIM HapyIIHTEIISIM.

[Ipeanonaraercs, 9TO BO3MOXKHOCTH CrOBOPa BHYTPEHHHMX HapyIUIHTENEH MajloBepOsiTHA BBHIY
NPUHSATHIX OPraHu3alHOHHBIX U KOHTPOJUPYIOUIMX MED.

Ipexnoaomenns 06 HMe0mecs y HapyUTe st HHGopMAanHK 06 00beKTaX peaan3aluu yrpo3

B xauecTBe OCHOBHBIX YPOBHEN 3HaHUH HapyuuTenel 00 AC MOXKHO BBIIETUTE CIIEIYIOLIHE:

- 0bwas ungpopmayus — uHGOPMALUH O Ha3HadeHHs M oOmumx xapaktepuctukax UCIIH;

- SKCMIYAMAYUOHHAA UHGOpMAYUs — UHPOPMAIIHS, TOMyUEHHAs U3 SKCIUTyaTallHOHHOM NOKYMCHTAIIUH;

- yyecmeumensHan uHgopmayus — AEPOPMALIHSL, IOMOHSIIOmAs SKCILTyaTaluOHHY0 uHdopmarmio 06
UCTI]/1= (sanpumep. cBelenrs 13 IPOeKTHOH ToxymenTammu MCITIH).

B gacTHOCTH, HADYIIHUTEb MOXKET HMETh!

- namsele 00 opramusaimy pabOTEI, CTPYKTYPE M HCIOJB3YEMBIX TEXHHYECKHX, MPOTPAMMHBIX H
nporpammuo-texangeckux cpenctsax MCIg;

- ceemenns 00 mapopmannonHbX pecypcax MCIT[In: mopsimox u mpaBuia CO3IaHMA, XPaHCHUS |
nepegayy HH(GOPMALUH, CTPYKTYpa U CBOMCTBA HH(YOPMALIMOHHBIX TOTOKOB;

- NaEHBIC 00 YS3BHMOCTSX, BKTIOYAs JaHHblE O HEZOKYMEHTHPOBAHHBIX (HENEKJIapUPOBAHHBIX)
BO3MOKHOCTSIX TEXHHYECKHX, TPOrPAMMHBIX U IIPOrpaMMHO-TexHuYeckux cpencts MCIITx;

- JaHHBIE O DEATM30BAHHEIX B MPOrPAMMHBIX CpeICTBaX 3awuTel uHpopmanuu (nanee — [IC3H)
MPUHIIKMIAX U ITOPUTMAX;

- HCXOIHBIE TEKCTHI porpammuoro obecneyenus MCIIIH;

- CBEJIEHHUsI O BO3MOJKHBIX KaHaJIaX Pean3aluy yrpos;

- HHGOPMAIIHIO 0 crmoco0ax pealu3aun yrpos.

[Ipemmonaraercs, yro auua kareropuu III u karteropum IV BIameroT TONBKO 3KCIUTyaTaLMOHHOH
urdopManHeil, 9T0 00eCHeYnBacTCs OpraHM3alMOHHBIMM Mepamu. [Ipu osTom jwua xareropuu IV He



BAAICIOT NapoIbHOH, ayTeHTH(OUUMPYIOWIEH M KiroueBoi uHopmauuei, ucnonssyemoii B AUC, k
KOTOPSIM OHH HE HMEIOT CAHKIIMOHUPOBAHHOTO IOCTYIIA.

lpeanonaraercs, uro smuma xarteropum V BIAJEOT B TOH WM WHOM dacTH YYBCTBUTEIBHON H
SECHAyaTausoHHOH nHpopmanue# o cucteme mepenaun uHGopmannu u obmei uHGOpManmei 06 ANC,
HCHOMESYEOMMX STy CHCTEMY Hepe/laul HHPOPMAluy, 9To 00eCIeUnBACTCS OPraHU3AMOHHEIME MEPaAMH.
Ips stom mmna xareropuw V HE BIAfelOT NApONbHON M ayreHTHQUOUpYOmeH uHGOpMaIHei,
HCnoas3yemoii 8 AVC.

Hpeanonaraercs, uro mua kareropun VI m yuna kareropun VII mo YPOBHIO 3HaHMH HE MPEBOCXOJSAT
JIHNA KaTErOpHH V.

Hpeanonaraercs, yro nuna xareropuu VIII 061a1aroT 9yBCTBHTEIBHON uHpopmanweit o6 WCII/Ix u
QyExumoEansE0 opueHTHpoBaHHEX AUC, Brmodas UHQOPMALMIO 00 YA3BHMOCTSX TEXHHUYECKHX H
aporpaseenx cpencts MICII/{n. OpraHusaumoHHbIME MEPAaMH TIPEANOIIAraeTess HCKIFOUHTD JOCTYII JIHLL
xareropsm VII x TexHuueckuM U nporpammueiM cpeictsamM MCIIJIH B MOMEHT obpaboTku ¢
HCHOAB30BaHMEM STUX CPE/CTB 3aILUIIAEMONH HHPOPMAIHH.

Taxmu obpazom, naubonee nudOpMuUpoBaHHEIMH 00 AMC sBisioTes nwna kareropuu Il n nuna
kareropan VIIIL

Creness su0OpMUPOBAHHOCTH HAPYIIMTEIS 3aBHCHT OT MHOTUX (DaKTOPOB, BKIIOYAs PEATH30BAHHDIC B
STV sosspeTsHBle OpraHH3allMOHHBIC MEPhl W KOMIIETEHIHIO HapyLIHTENeH. [TosToMy OOBEKTHBHO
OLCHNTE 00BEM 38aHNH BEPOATHOTO HAPYILMTES B OOIIEM CTyYae IPAKTHIECKH HEBO3MOKHO.

B CB#sm ¢ MIM0WEHHEIM, C LEIBIO CO3NAHHS ONPE/IETEHHOTO 3amaca TPOYHOCTH [PENOJIAraeTcs, uTo
BEPOSTHRIE HapyumTend 001alaoT BCel uHpopmanuel, HeOOXOMUMON UL MOATOTOBKU H PeaTH3aIlun
ATpO3. 33 mCEmIOucHMEM MH()OpPMALMM, JOCTYN K KOTOPOM CO CTOPOHBI HAPYMIUTENIS HCKITIOYACTCS
CHCTemoM  sammTel mHGopMaimu. K takod uH(OpManum, HampuMep, OTHOCHTCS IIapojbHas,
AV TERTHOHUNPYVIOMAs # KII0UeBas HHQOPMALKs.

[peanoaoxenus 06 UMEIOIMUXCA Yy HAPYIHTEIs CPEACTBAX PEATH3ANME YIPo3
lpenonaraeTcs, 9ro HApYIIUTEL NMEET:

- ANNapaTHBIC KOMIOHCHTH! CHCTEMBI 3alllUThl IEPCOHANIBHBIX JaHHbBIX (natee — C3I1/In);

- JocTymEble B cB000IHOH NMpoJake TEXHHUECKHE CPE/ICTBA ¥ TPOTPaMMHOE 00eCTIeUeHHeE;

- CHeUHansHo paspaboTaHHbIe TEXHUYECKUE CPENICTBA U IPOTpaMMHOe 00ecIIeueHHE.,

BryTpensmnii BapymmTeb MOJKET HCIIOJIb30BaTh ITATHEIE CPEICTBA.

Coctas muesomuxcs y HapyIIUTeSs! CPEACTB, KOTOPBIE OH MOXKET HCTIOMB30BATE JUIS PeaTH3aLuH yrpo3
Hb. a Tasose BO3MOXHOCTH 110 MX IPHMEHEHHIO 3aBUCIT OT MHOIUX (DaKTOPOB, BKIIOYAS PEATH30BaHHbIC B
VHUDEAICHNN KOHKDETHBIE OpraHU3allMOHHBIE MeEpHl, (UHAHCOBBIE BO3MOJKHOCTH M KOMIIETEHIIHIO
Hapymmtenci. [lostomy OOBEKTHBHO OLEHMTH COCTaB UMEIOIUXCS Y HAapyLIHTeNs CPEACTB peau3alliu
YIpo3 B 00IIEM CIy9ae NPaKTHYeCKH HEBO3MOIKHO.

[losromy. ans cozaanus yeroituuBoit C3TI/IH npexmonaraercs, 9T0 BEPOATHBIA HAPYIIHTEIb HMEET BCE
HEOOXOAMMEIE 108 peanu3alMH yIPo3 CPEACTBA, BO3MOKHOCTH KOTOPBIX HE IIPEBOCXOIAT BO3MOYKHOCTH
AHANOIMYHBIN CPEACTB pealM3alUd Yrpo3 Ha HMHGOPMAIHIO, COAEPIKAIIYI0 CBENCHUS, COCTABISIOLINE
FOCYIApCTBEHHYIO TaliHy, M TEXHHYECKHE W IPOrpaMMHBIE CPeACTBA, 00pabaThIBAIOIIME 3Ty
HHGOpMAaIHIO.

BMmecrte ¢ Tem mpenosiaraeTcs, YTo HapyIUTelb He UMEET:

- CPeACTB mepexBaTa B TeXHUYECKHUX KaHaIaX yTeUKH,

- CPEACTB BO3ICHCTBHS Yepe3 CUTHANBHBIC LCIIH,

- CPEACTB BO3JCHCTBUS HA UCTOYHHUKHU U Yepe3 Iely ITHTaHNs,;

- CPEJICTB BO3JAECHCTRUS Yepe3 IEeNH 3a3eMIICHHS;

- CPEZCTB aKTHBHOI'O BO3JEHCTBYS Ha TEXHHUYECKUE CPEICTBA (CPENCTB OOy UeH ).

[Ipennonaraerca, yTo Hambonee COBEPLICHHBIMH CPEACTBAME pPEalU3allill yrpo3 00TamaroT JIHIA
kareropud [II u muna xareropuu VIIL.

Yrpo3sl yTe4KH aKyCTHUYeCKOI (peueBoii) uHdopManuu

BosHuKHOBEHHE YTPO3 yTEUKH aKyCTHUeCKO# (peueBoit) HupOpMarH, conepareiics HEMOCPEICTBEHHO B

npousHocuMon pevu nonb3osaresd MCTI/IH, npu o6paboTtke nepcoHambHBIX MaHHBX (nanee — [1n) 8 UCII/Ix,



BOSMOEHO npu HammureM Qydkuui roocoBoro Beoxa [1u B MCITIn wm dynxumii Bocnpoussenenus [1/1x
axycriaecksvu cpencteamu UCIH.

B MCIIs Vapexnenus (QyHkuuu rosnocosoro seoma I1ln unnm ynxumu socupoussenenus [1/{H
AKYCTHMECKHME CPe/ICTBaMy OTCYTCTBYIOT.

BeposTHOCTE peanu3aiiy yrpo3sl — MaJ0BepOsATHA.

Yrpo3bl yredkn Bu10Boi HHpopManuu

Peamams yrpossl YUKy BAOBOH HH(OPMAIMK BO3MOXKHA 3a CYET [IPOCMOTPa HHPOPMAIHH C TIOMOIIBIO
ONTHHECKHX (ONTHKO-3JIEKTPOHHBIX) CPEICTB C 3KPAHOB JHUCIUIEEB M APYTHX CPEACTB- OTOOpaXKeHHs
CPENCTE BEIMMCIWTENHHON TEXHUKH, HH(OPMALMOHHO-BBIUMCIMTENBHBEIX KOMILIEKCOB, TEXHMYECKUX CPENICTB
0OpaboTss rpadi=ecKol, BUIeo- 1 OYKBEeHHO-IU(POBOK uHpopManuu, Bxoaawmx B coctas MCIT/Ix.

B yupesmaenmm BBEJCH KOHTPOJb JOCTYIIa B KOHTPOJIMPYEMYHO 30Hy, APM mosp3oBareneit
PACHONOMEHEl Tak, 9TO I[PAKTUYECKH MCKIIOYEH BH3YalbHBIA IOCTYI K MOHUTOpaM, & Ha OKHax
VCTAHOBNCHB! KATIO3H.

BeposTHOCTS peanu3aliii YIPO3kl — MaJ0BEPOSITHA.

HoGoussse InexrpoMarautHble M3mydenns u Hasoaxu

Vipossi yredkd HH(GOPMAINH M0 KAHAIAM M000YHBIX 3/IeKTPOMATHUTHBIX U3JIyYeHU H
HaBoa0k (nanee — [I9MHUH)

Viposss  wyrewmsm  mHQopMaimy 1o kamamy IIODMMH, Bo3mOKHBI H3-3a  HAMMYHMS  [apasHTHBIX
SNEKTpOMarsmTsHBX wanygcHul y onementos MCIIIH.

VIposkl 2aHHON0 K7acca MAJIOBEPOSITHBI, T.K. pa3Mep KOHTPOIMPYEMOH 30HBI OONBINOH, U JIEMEHTEI
MCIls. =axoastes B caMOM I[CHTPE 3JaHUS U OKPAHHPYIOTCA HECKOJIbKAMH HECYIIUMH CTCHAMH, U
NAPEsHTHENE CHIEan MacKUpyeTcs CO MHOXECTBOM JDYIHX I[apasWTHBIX CHIHAJIOB 3JIEMEHTOB, HE
pxonaumx B HCTIn.

Y rpose: vERSTOmenns, xamenns annapatHbix cpeacts MCIIIn nocurenei nagopmanun myrem
dusuueckoro gocryna K daementam UCIIIn

Kpasca nepeosaismoil 31eKmpoHHOIL 6bl4ucIumenvHoil mawiutel (Oaree - II9BM.)

Vrposa OCYIIECTBASETCH NyTeM HECaHKIMOHUpOBaHHOro mnoctynma (mamee — HCJI) BHemHUME H
BHVTPSHHNME HaDVIIHTEASMHA B [IOMCIICHNUS, Te pacrosoxensl anemenTsl MCITTH.

B yupesmaenmm BBEASH KOHTPONH JOCTYNIAa B KOHTPONMPYSMYIO 30HY, YCTaHOBJIEHA OXpaHHAs
CHIHATH3ANNS, IBEPH 3aKpHIBAIOTCS HA 3aMOK, YCTAHOBJICHBI PCLICTKH Ha IIEPBBIX M MOCIEIHMX 3Taxax
3NaHHS.

BeposTHOCTS peanusaiyuy Yrpo3hl — MaJ0BEPOATHA.

Kpaxca nocumeneit ungpopmayuu

Viposa ocymecreasercs nyteM HCJl BHEmIHMMHM M BHYTPEHHHMH HAapyIIUTENAMH K HOCHTENSM
HEQOpMAIHH.

B Vupewesmm BBefeH KOHTPOIb JOCTYyNa B KOHTPOJNMPYEMYIO 30HY, YCTAaHOBIIEHa OXpaHHas
CHMIHATNIAINS, IBEPH 32KPEIBAIOTCS HA 3aMOK, YCTAHOBJICHBI PEIICTKH Ha IIEPBBIX U HOCICAHMX JTaXax
SAENS. BENETON VHeT B XpaHeHye HoCUTENEH B celide.

BEpOSTHOCTE peanu3aniy Yrpo3bl — MaJ0BEPOSITHA.

Kpaxea scwosen u ampudymos oocmyna

Viposa ocymecrsasercs nyteM HCJI BHeIIHMME W BHYTPEHHUMH HapyIIHTEIAMH B NOMEIICHUS, TAC
HPOHCXOANT paboTa moIs30BaTeIIcH.

B Vepesaesmm BBEASH KOHTPONL JOCTYIAa B KOHTPOJMPYEMYIO 30HY, YCTaHOBJICHA OXpaHHAs
CHIEATNIANNS, IBCPH 3aKpHIBAIOTCSA HA 3aMOK, YCTAHOBJICHBI PEIICTKU HA MEPBBIX U IIOCIEMHUX STaXax
SMaENs. OPraENs0Ban0 XpaHeHHe KIoYel B celie U BBeICHA IOTUTHKA «YHCTOro CTOJIAY.

BeposTHoCTs peanusaniy yrpo3bl — MaJ0BEPOATHA.

Kpasicu, modupuxauuu, yHuimodxcenus uH@opmayuu

Vrposa ocymecteasercs myteM HCJl BHemnumu u BHYTPEHHHMH HApYIIUTEIAMH B MOMCIICHHS, IS
pacnonosens: snementsl UCTT/[H 1 cpecTBa 3aIIUTBL, & TaK XK€ IPOUCXOIUT padoTa 10JIb30BATEEN.

B Vupesaenuu BBeleH KOHTPONL JIOCTYyNa B KOHTPOJIMPYEMYIO 30HY, YCTaHOBJICHA OXpaHHAs
CHrHATM3ALMS, ABEPH 3aKPHIBAIOTCS HA 3aMOK, YCTaHOBJICHBI PEILIETKH Ha MEPBBIX W MOCTIEIHUX dTaXax
3AAHHS. ,

BeposteocTs peanusanyi yrpo3bl — MaJ0BEPOSTHA.



Bsieod uz empoa y3noe [19BM, kananog céasu

Yrposa ocymecteiusercs myteM HCJl BHENIHUMY W BHYTPEHHUMM HAPYIIUTENSIMH B IOMEIICHHUS, /e
pacnonoxensl anemenTs! MICII/IH 1 mpoxXoasT KaHAB! CBA3H.

8 VYepcwaesuu BBEICH KOHTPOJb JOCTYHAa B KOHTPONHPYEMYKO 30HY, YCTAHOBJEHAa OXpPaHHAs
CHIHANNIANNSE. OBEDH 3aKPLIBAIOTCA HA 3aMOK, YCTAHOBJIEHBI PELIETKH HA TEPBLIX M IMOCIENHHUX HTAXKAX
3aHMN.

BEpORTHOCTS peanu3aliy YIPO3bl — MAJ0OBEPOATHA.

Hecanxuuonuposarnroe 0omKa0ueHue CPeOCme 3aUuiUNbL

Vrpma ocymectsigercs nyreM HCJl BHEIUHMMHU U BHYTPEHHHMH HapyUIMTEISIMU B ITOMELICHHUS, TIE

CIIOMO epexcrtra 3amuTel MCII/H.

B Vepewacsnn BBeJeH KOHTDOJIb JIOCTYNIA B KOHTPOJNMPYEMYIO 30HY, YCTAHOBIEHA OXpaHHas
CHIHATNSANNS, ABCDH 3aKpBLIBAIOTCS HA 3aMOK, yCTAHOBJIEHBI PEHIETKH HA TEPBBIX U IOCIETHHX 3Ta)ax
Snasms. monssosareny MCII/In npouncTpykTupoBans: o padote ¢ [1/11.

BEposTHOCTS peanm3aiy yrpo3hl — MAJIOBEPOSATHA.

Yrpose: xmmenns, HeCAHKIHOHHPOBAHHON MoAH(UKALMY HIH GJIOKAPOBAHUS HHPOPMALNH 32
cuer HCH ¢ npumeHeHneM NPOrpaMMHO-aNNapaTHLIX H NPOrPaAMMHBIX CPEICTB.
Mmﬂhﬂo{mbzx npozpamm (8upycos).

MEO-MaTeMaTHYeCKOe BO3JIEHCTBHE - OTO BO3AEHCTBHE C MOMOIIBIO BPEJIOHOCHBIX IIPOrPAMM.
ﬂpwmmm € NOTeHUMAIBHO OINACHBIMH IIOCNEACTBUSAMH HIIM BPEIOHOCHOW MpOrpamMMoi (BHPYCOM)
HIGEIBANOT HENOTODYEO CaMOCTOATENBHYIO IIporpamMMmy (HabOp MHCTpYKuuit), KoTopas cHocoOHa
BEINOAHSTS JH00E HEMYCTOE TOJIMHOXECTBO CIEAYIOIIUX QYHKIIMIH:

= CEPEIBATE MPHSHAKH CBOETO IIPUCYTCTBHS B IPOIPAaMMHOH Cpelle KOMITBIOTEPa,;

- 00aa%aTE CHOCOOHOCTHIO K CaMOIyOIMPOBAHHIO, ACCOLUHPOBAHUIO ce0s ¢ IPYTHMH TIPOrpaMMaMy |
(I8 ) IEPENOCY CB0MX GParMeHTOB B UHBIE 00JIACTH OIEPATHBHON WM BHEINHEH IIAMSITH,;

- PAIPYINATE | MCKAXATE IPOU3BOJILHEIM 00pa3oM) KO IIPOIPaMM B OIIEPATHBHOM ITaMATH;

- BRINONESETS O3 HHHIMHDOBAHMA CO CTOPOHBI IIOJIB30BATENs (IIOJB30BATENECKON IIPOrpaMMBI B
INTATHOM pEEMME €€ BBIIOJNHGHHUS) JSCTPYKTHBHBIE (YHKIHH (KONHMPOBAHUS, YHHUTOXKEHHS,
OnoxupoBaHKS H T.IL.);

- CONpaEsTE @parvesTel HHQOpPMALMK M3 OINEPAaTHBHOM IaMSITH B HEKOTOPHIX OONACTAX BHENIHEH
HAMSTH HPSMON0 S0CTyIIa (JIOKaIbHBIX HIIH yJAJICHHBIX );

- HCHAWATE mpomIBOABHBEM 00pazoM, ONOKkMpoBaTh W (M) MOAMEHSTH BBIBOJUMBIA BO BHELIHIOK
IAMSTE MAN B KaHan CBf3M MaccHB MH(opMaluy, oOpa3oBaBLIKiicS B pe3ynbTaTe pabGoOThl MPHKIIATHBIX
HPOrPan. I VI HaXOAANHecs BO BHEIIHEH NaMsITH MacCHUBbI IAHHBIX.

B Vepesmaesum ma sBcex osneventax VCII/IH ycraHoBnena aHTHBHpYCHasl 3alllWTa, IIOJL30BaTENIH
NPORECTPYKTHPOBAHE! O MEpax MPEIOTBPAILCHHS BUPYCHOTO 3apayKeHHUSI.

BeposTHOCTS peanm3anuy yrpo3bl — HH3Kas.

Hedesnapuposasssie 603M0HCHOCMU CUCHEMHO20 NPOPAMMHO20 00ecneuernus (Oanee — I10) u ITO
dall w NEPCOHAABHBIX OAHHbIX.

BOSMOKHOCTH — (QYHKI[MOHATBHBIE BO3MOYKHOCTH CPEJICTB BBEIUHCIUTEILHON TEXHUKH,
HE DINNCANHNES Wi HE COOTBCTCTBYIOIIME OIMCAaHHBIM B JOKYMCHTAaIHH, IIpH  HCIIOIB30BAHMKA KOTOPBIX
BORMOEHO wnmne KOHOHISHIIMATLHOCTH, JTOCTYTTHOCTH WM LIENIOCTHOCTH 00padaThBaeMoi HH()OPMAIHH.

8 VYupemnesumsm HeT [OporpaMMHOro  obecredeHus — pa3pabaThIBAeMOro  COOCTBEHHBIMHU

] HKAN CTOpOHHI/I‘v[H CTHEeIUATACTaMH.

quomocn, pPEanM3anii Yrpo3bl — MAJI0BEPOSITHA.

Nemanoexa HO ue cea3aHH020 ¢ UCHOTIHEHUEM CTIYHCEOHBIX 00A3AHHOCMEI]

YIpo3a ocymiecTeASeTCH MyTeM HECAHKIMOHUPOBAHHOHN ycTaHOBKU 110 BHYTpEHHUMH HApYIIUTESIMH,
ST0 MOMET NPHBECTH K HAPYIICHUIO KOH(PUIEHIMAIBHOCTH, LEJIOCTHOCTA U AocTynmHOCTH Beed MCIIJ(H
HIH ©€ JIEMEHTOB.

B Vupewmaesmm  OCymIECTBISICTCS  KOHTPOJAb 1O  mcmosnbdyemomy  [10,  monb3oBaTenu
HPONECTPYKTHPOBaHE! 0 momMTHKe ycTanoBky [10, yTBepkaeH nepedens paspenrenHoro [10.

BEposTHOCTS peanu3aiuy yrpo3bl — HU3Ka.




enpeIHaMepPeHHBIX /IeiicTBHII moab30BaTeN el 1 HApyLIeHHI 0e30IacCHOCTH

qus UCIIIn u C3I1/Iu B ee cocTaBe u3-3a ¢00€B B NPOrpaMMHOM 00ecIiedeHuH , a
TaKke OT CTUXHIHOI0 Xapakrepa.

2§t u ampuoymoe 00cmyna

JISETCS 3a CUYET NEHCTBUS YENIOBEUECKOro (hakTopa noJsip3osareneit VICII/IH, KoTopbie
[apOoJIGHOH MOJMTUKE B YaCTH MX CO3aHUS (CO3at0T JIETKUE WJIH MYCThIC MapoJiH,
718 10 HCTEYCHUH CPOKA X KU3HH MJIM KOMIPOMETALMH 1 T.I1.) K XpPaHEHHUs (3aIUChIBAIOT
":‘f HEBIE HOCUTEJIH, IEPEAAOT KJIIOUX JTOCTYIa TPEThbUM JIMIAM U T.I1.) HJIH HE OCBEIOMJICHBI

1 BBE/ICHA I1ApOJIbHAsL [IOJIMTUKA, IIpe/lycMaTpUBarollas Tpe0yeMyIO CIOKHOCTE MapoJisl |
' €r0 CMEHY, BBEJEHa IIOJUTHKA «YUCTOI'O CTOJIa», OCYIIECTBISETCS KOHTPOJb 3a HX

I530BATCIH MMPOUHCTPYKTHUPOBAHLI O Hapoanon IIOJIUTHKE U O JCHCTBHUIX B Cllydasax
IpoMeETaluu naponeu.

s peaTH3alii YIPO3bl — HU3KASL.

aa Moouukayua (yHuumodicenue) unopmayuu compyoOHUKamu

BIISIETCS 3@ CUeT JAeMCTBUS dyenoBedecKoro ¢aktopa noiszopareneit UCII/(H, koTophie
HUST TPHHATHIX paBuil padoTsl ¢ UCII/IH uny He 0CBEIOMIIEHBI O HUX.

OCYINECTBISIETCA PE3EPBHOE KomnuposaHue oOpalarbiBaeMbIx [I/IH, Mmoap30BaTENH
poBaHEI 0 padote ¢ MCILn.

5 peaTi3allii yTpo3bl — MaJIOBEPOATHA.

tepeHHoe OMKIIOUEHUe CPEOCHE 3AU{LUMbl

4 OCYIIECTBJISIETCS 3@ CUET JICHCTBHs YeaoBedeckoro dakropa nospzoBateneit UCIIJIH, koTopble
MOJIOMKEHHS IPHHATHIX NpaBui padoTsl ¢ MICII/IH u cpencTBaMu 3alUTHl MIIM HE OCBEJOMIICHEI

4 BBEJICH KOHTpPOJIb JOCTYIIa B KOHTPOJHMPYCMYIO 30HY., ABCPH 3aKPBIBAIOTCA Ha 3aMOK,

pasrpasEM¥eHHe JI0CTylla K HacTpOWKaM pEXHMOB CDEICTB 3allUThl, IOJIb30BATEIN
51 0 pabote ¢ MCII/n.

HM3AIHHA YTPO3bl — MAJIOBEPOATHA.

mapamuo-npozpammublx cpeocme

BCJICNICTBHE HECOBEPIICHCTBA AlNapaTHO-IPOTPAMMHBIX CpEJICTB, H3-3a

TMTH HApyLIeHHEe [eJIOCTHOCTH ¥ JOCTYIIHOCTH 3alIHIaeMOt HH(OPMAIIH.
'BJISET PE3CPBUPOBAHKE KIIOUeBBIX 37eMeHToB VICTI/TH.

1 YTPO3bl — MAJIOBEPOSITHA.

OCHAOIHCEHUA

BCIIEJICTBHE HECOBEPIICHCTBA CUCTEMBI JIEKTPOCHA0KEHHUS, U3-3a YEr0 MOXKET

HEJOCTHOCTH ¥ IOCTYIMTHOCTH 3al[UINaeMod HH(QOPMAIIHH.

wmodeBbiM seMerTam VICIJH monkimroueHsl UCTOYHUKU OecnepeOoRHOro

SPBHOE KOMMUPOBAHUE HH(DOPMAIHH.

1 YIPO3Bl — MAJIOBEPOSITHA.

BCAEACTBUE HECOOJIIOACHUS Mep N0XKapHOH 0€30IacHOCTH.

OBJICHa I[O)KapHAas CUTHAJIU3alus, II0JIb30BaTeIM IIPOMHCTPYKTHPOBAHBI O
OBEHUSI BHEIUTATHBLIX CUTYaLlUi.

YIPO3bl — MAJIOBEPOSITHA.

npelHAMEPEHHbIX AeiCTBUI BHYTPEHHHX HAPYIIHTE/ el

MoOupuKayua, yHUUmModNceHue 1uy, He OONYU{EHHbIX K ee 00pabomke

rcs myteM HCJ BHemHMX HapylIuTeNled B IMOMEIIEHHS, TIE PACIOTIO0XKEHBI
rBa 3aIUTHI, 4 TaK JK€ IIPOUCXOAUT paboTa MOJIb30BATENCH.

©H KOHTPOJIb JIOCTyla B KOHTPOJHMPYEMYIO 30HY, YCTaHOBJIEHA OXpaHHas
PBIBAIOTCS HA 3aMOK, YCTAHOBJIEHB! PEIIETKM Ha MEPBBIX U IIOCIEJHUX OTaXax

1MH VIPO3bI — MaJOBEPOSITHA.



popmayuu, mooupurayua, yHuumodiceHue COmpyOHUKAMU OONYUEHHBIMU K ee

IIETCS 32 CYET NEUCTBUS YesoBedeckoro daxropa moib3oBarencit MCIT{H, KoTophle
1 0 HepasIJlalleHruH 00padbaTbiBaeMol HHPOPMAIMH UITH HE OCBEJOMIIEHEI O HUX.

DJIB30BATEN OCBEIOMIIEHEI O MOPsiiKe pabOThI C IEPCOHATBHBIME JaHHBIMH.

H3allid YTPO3bl — MAJIOBEPOSITHA.

¥rpo3bl HECAHKUHMOHUPOBAHHOIO JOCTYNA M0 KAHAJIAM CBA3HU

W3 Ceneeo20 mpauxkay

AIM3YCTCs C MOMOLUBIO CICHHMAJbHOH IIpOrpaMMbl-aHanu3atopa maxkeroB (sniffer),
H BCE MAKEThI, MepefaBacMble IO CEIMEHTY CETH, W BBIICNSIONICH Cpeqy HUX TE, B
csi MIEHTH(QHKATOP IMOJb30BATENd M €ro [apoib. B XOme peaau3alddl YTpO3bl

padorel MCIIJIH - TO ecTh CTpeMHTCS MOIYYHTE OJHO3HAYHOE COOTBETCTBUE
DASIINX B CUCTEME, U KOMaH]I, IEPEChUTAEMBIX ITPH 3TOM XOCTAMH, B MOMEHT IOSIBJIEHUS
. B  nampmelimieM 5TO NO3BOJSIET 3JIOYMBINUIEHHWKY Ha OCHOBE  3aJaHIU
KOMaH]I IIOJTy4HTh, HallpUMep, IPUBHIICTHPOBAHHBIC [IPaBa Ha JEUCTBUS B CUCTEME HIIH
MOJIHOMOYHS B HEl;

A€T IIOTOK IIEpelaBacMbIX HAHHBIX, KOTOPBIMA OOMEHHBAIOTCS KOMIIOHEHTLI CETEBOMH
H CHCTEMBI, Ui U3BJICYEHHs KOH(DHICHIMANBHON WIH HICHTH(OUKAIIMOHHON MH(pOpMAIK
CTATHYECKHUX I1apoJied II0JIL30BATEeNIed MUl NOCTyNa K yJalIeHHBIM XOCTaM 10 MPOTOKOJIaM
T. He mpexycMaTpUBaIOIIKX MK (pOBaHKE), €€ TTOIMEHBI, MOTH(DHKAIIHH H T.II.
3@ nepeoenamiu ¢ KOHMPOJIUPYEMOU 30Hbl.
H0CTH peainu3alliy yrpo3bl — MaJIOBEPOSITHA.
& mpedenax KOHMPOIUPYeMOil 30Hbl GHEWIHUMU HAPY Ui UMeTAMU

iMH BBEACH KOHTPOJIb [JIOCTyIAa B KOHTPOJMPYEMYIO 30HY, YCTAHOBJIEHA OXpaHHas
SpH 32KPBIBAIOTCS] HA 3aMOK, YCTAHOBJIEHB! PEIIETKH Ha MEPBBIX U MMOCICAHMX ITaKax

AIHHA YTPO3BI — MAJIOBEPOSITHA.

@X KOHMPOIUPYEMOU 30HbI 6HYMPEHHUMU HAPYUIUMEIAMU,

SAeH KOHTPOJB JIOCTYyNIa B KOHTPOJHMPYEMYIO 30HY, YCTaHOBJIEHA OXpaHHAs
AKPBIBAIOTCS. HA 3aMOK, YCTAHOBJICHBI PEIIETKHA HA MEPBBIX U IOCISHHHMX JTa)Kax

1 YTPO3bl — MAJIOBEPOSATHA.
e cemuy
SME3AIAH YTPO3bI 3aKIII0YACTCS B IIepe/iavue 3alpoCcoOB CETEBBIM CIIY:K0aM XOCTOB

}H YTPO3bl — MAJIOBEPOSITHA.
r1el

po3el coctouT B nonyyeHun HCJ[ myrem npeoporneHuss mapoNbHOM 3alllUTHL
" peanu30BhIBAThH YI'PO3y C [IOMOIIBIO LIENOr0 psiia METOIO0B, TaKUX KaK IIPOCTOMH
CHIOAB30BaHUEM CIIELMANBHBIX CJIOBApEH, YCTAHOBKA BPEIOHOCHOM MPOrpaMMbl IS

AlME  YTPO3BI  MCIOJB3YIOTCS CIENHANbHBIE MPOTPaMMBI, KOTOPBIE IBITAIOTCS
XOCTY TmyTeM I[I0C/efoBaTesbHOr0 Ionbopa mapoiedt. B ciydyae ycmexa,
T co3math UL ce0s «Ipoxoi» id Oyaylmero JoCTyma, KOTOphIH Oyaer
Ha XOCTe U3MEHUTH MapoJib JOCTYIIA.

IME YTPO3EI — MAJIOBEPOSATHA.

JOHCHO20 MAPUIPYMA Cemu

43yeTCs OJHHM U3 JIByX CIIOCOOOB: TyTeM BHYTPUCETMEHTHOTO WX
BIBAHUW 1. B0o3MOXHOCTE  "HABSI3BIBAHUS  JIOXKHOTO Mapuaipyra OGYCJ'IOBHCHa
4 ITOPUTMaM MapIIpyTH3ALMH (B YaCTHOCTH HU3-3a MPOOIIEMEI HIeHTH()HUKALUH



EOUIMX YCTPOHCTB), B PE3YNBTATE YErO MOXKHO IONACThb, HAIPUMED, Ha XOCT UJIH B CETh
. L€ MOYKHO BOHTH B OIIEPALMOHHYIO CPEly TeXHHYECKOro cpencTsa B cocrase VCITJx.
OCHOBBLIBACTCS = HA  HECAHKIHOHMPOBAHHOM  HCIIOIB30BAHHH  IIPOTOKOJOB
. OSPF, LSP) u ynpasnenus cetsro (ICMP, SNMP) mis BHecenus: u3MEHEHHH B
tabnuipel. [Ipy 5TOM HapymwTenro HeOOXOOMMO HOCIATh OT WMEHH CETEBOTO
DICTBA (HaIpUMep, MapIIPyTH3aTOPa) YIIPABIISIOIIEE COOOIICHUE.
M3alH YITPO3bl —MAJIOBEPOSITHA.
| 006EPEHH020 00beKma
= KTHBHO pealU3yeTcs B CHCTEMAX, B KOTOPBIX IPHUMEHSIOTCSI HECTOUKUE arOPHTMBbI
1 ayTCHTU(HUKALMK XOCTOB, IIONb30BATENed U T.A. [loJ JOBEPEHHBIM OGBEKTOM

T CeTH (KOMIIBIOTED, MEXKCETEBOM O5KpaH, MapLIpyTH3aTOp M T.L), JIeraibHO
mpBepy
- BBUICJICHBI [JBE PA3HOBUJHOCTH IIPOLECCA DPEAIU3ALMH  YKA3aHHOHW YIpo3bl: C
ﬁes YCTQHOBJICHUS BUPTYAIBHOTO COEAUHEHUS.
I3aKMy C YCTAHOBJICHHEM BHUPTYaTbHOrO COCHMHEHHA COCTOUT B IPHUCBOECHHH IIPAB
KT2 B3aUMOJCHCTBHS, YTO IO3BOJSET HAPYIIUTEIIO BECTH CEaHC paboOTHl ¢ OOBEKTOM
BEPEHHOTO cyObeKTa. Peanusanus yrpossl jaHHOTO THMa TPeOYET IPEOIONCHUS CHCTEMBI
H ayTeHTHUKaLHK coo0menut (Hanpumep, ataxa rsh-ciyx0s1 UNIX-xocTa).
4321y yrpo3pl 6€3 yCTAHOBJIEHUS BUPTYAJIEHOTO COSIHHEHNS MOYKET UMETh MECTO B CETSIX,
I X HICHTH(QUKALMIO IePEAaBaeMbIX COOOMIEHHI TOIBKO IO CETEBOMY aapecy OTIIPABUTEILL.
5 3aKT0YACTCS B Iepenave CIyKeOHBIX COOOIIEHHH OT HMEHH CEeTEBBIX YIPABIAIONMINX
(HanpuMep. OT HMEHH MAapIIPYTH3aTOPOB) 00 HU3MEHEHHH MapHIpy THO-a(PECHBIX JAHHbIX.
TaTe peald3alliyl yrpO3bl HAPYLIUTENh IIOJTyYaeT IpaBa JOCTYIA K TEXHHYECKOMY CPE/CTBY
L&TH yTpo3.
Peanu3aiiiy YIpo3bl — MAJIOBEPOSATHA.
IHCHO20 00BEeKma cemu
DBaHa HA HCII0JIb30BAHNH HEJIOCTATKOB aIrOPUTMOB yIaTeHHOIO TOUcKa. B cnydae eciu
AIBHO HE MMCIOT aIpeCHOH MH(OPMAIMK APYr O APYTE, HCIOJIbL3YIOTCS pasjiddHble
noucka (manpumep, SAP B cetsx Novell NetWare; ARP, DNS, WINS B ceTsx co
). 3aKITIOYAIOIIMECS B TIepeiade 10 CeTH CIIeMHATBHBIX 3alIpOCOB U HOTyUEHHUH

pmarued. [Ipn 9ToM CyInecTByeT BO3MOXHOCTE II€peXBaTa HapyLIUTeeM

BBII@YH Ha HEro JIOKHOrO OTBETA, HCIOJB30BAaHHE KOTOPOrO IPUBENET K
ApUIDYTHO-aIPECHBIX NaHHBIX. B manmpHedmeM Bech MOTOK HWH(OpMANuH,
M-KePTBOH, OyJIeT MPOXOANTE Yepes JIOKHEIH 0OBEKT CETH.
YIPO3bl — MAJIOBEPOSATHA.

CAVHCUBAHUUY
HEIOCTAaTKaX CETEBOr0 MPOTPAMMHOIO OOECHeUeHHs, €ro YsI3BUMOCTSX,
 €O371aBaTh YCJIOBMS, KOIJa OIEpalMOHHAS CHCTEMA OKAa3bIBAETCS HE B
TIATOIIIE TTaKEeTHI.
CKOJIBKO Da3HOBUAHOCTEH TaKUX Yrpo3:
AHWHU, BRI3BAHHBIN NpUBJIeYeHrneM yacTu pecypcoB UCIT/Ix Ha 06paboTKy
IBIIIEHHUKOM CO CHHXXEHHEM IPOIMYCKHOM CIOCOOHOCTH KaHAJIOB CBS3H,
YCTPOMCTB, HapylieHdeM TpeOOBaHUM K BpeMeHH 00pabOTKU 3alpOCOB.
N000HOTO0 POJIa MOTYT CIIY>KMTh: HAIIPaBJIEHHBIH [ITOPM 3X0-3aIIPOCOB 110
ng), MTOpM 3anpocos Ha ycranosienne TCP-coenunenuit (SYN-flooding),
pYy:
KMBaHWY, BBI3BaHHbBIM wcyeprnanueM pecypcoB MCIIJIH mpu oGpabGoTrke
MBIIIIJICHHHUKOM (3aHATHE BCEH IOJIOCHI TMPOIYCKAHMS KAaHAJIOB CBS3H,
)0COB Ha 00CTY)KUBAaHKE), IPH KOTOPOM JIETaIbHBIE 3aIPOCH HE MOTYT OBIThH
HEAOCTYIHOCTH CpPEIbl MEpeayt, JH00 MOTydaroT OTKa3 B 0OCIY)KABAHHK
3aIpoCoOB, QUCKOBOIO IIPOCTPAaHCTBA NaMATH M T.0. [IpuMepamu yrpos
~ COYEHTh ITOpM  Imupokosermarensuelx  ICMP-sxo-3ampocos  (Smurf),
flooding), TopM coobinenuit noutoBoMy cepeepy (Spam);



00CTY)KUBAHUHW, BBI3BAHHBIM HapyIIEHHWEM JIOTHYECKOH CBA3HOCTH MEXKIY
avu VICTT/IH mpu mepenade HapyHIMTENEM YIPABISAIOMMX COOOMIEHHH OT MMEHH
[IPHUBOAINMX K H3MEHEHHIO MapLIPYTHO-aJpecHBIX NaHHBIX (Hampumep, ICMP
oding) nir UACHTU()UKAIMOHHON U ayTeHTU(PUKALMOHHON HH(pOPMALHH;
00CIy)KMBaHUU, BBI3BAHHBIM Iepenadeldl 3JIOYMBIIUICHHHKOM IAKETOB ¢
sovramu (yrposel tuna «Land», «TearDrop», «Bonk», «Nuke», «UDP-bomb») nnn
APEBBIIAIONIYIO MAKCHMANIbHO JIOMYCTUMBIA pasmep (yrposa tuma «Ping Deathy), uro
€000 CeTEeBBIX YCTPOHCTB, yYacTBYIOIIMX B OOpabOTKE 3alpoCOB, NpU YCIOBHA
porpaMmax, peau3yIoIIUX IPOTOKOIIbI CETEBOr0 0OMEHA.
g3al[dM  JAHHOM  yrpo3bl MOMET CTaTh HapylmleHue paboTocrocoOHOCTH
%051 IpenocTasienus ynaneHHoro nocryna k [1/1a 8 MCII/IH, nmepenava ¢ 0JHOTO
Ba 3aIIpOCOB Ha IOAKTIOUYCHHME K TexHUueckoMy cpenctBy B cocraBe MCII[H,
) MOJKET «BMECTHTHY» TpaduK (HalpaBIEHHBIM «IITOPM 3alpOCOBY), UTO BIEYET 34
e ouepely 3aIPOCOB M OTKa3 OJHOM M3 CETEBBIX CIYXKO MM MOIHAs OCTaHOBKA
(0HOCTHU CUCTEMbI 3aHUMAThCSI HHYEM JIPYTHM, KpoMe 00paboTKH 3aIpoCcoB.
M3alMy YrpO3bl — MAJIOBEPOATHA.
0 3a1YCKA NPUTIONHCEHU U
tc2 B crpemuieHnd 3amyctuTh Ha xocre VICIIJIE pasmuuHele IOpeaBapUTEbHO
“HBIE TIPOTPAaMMBIL: TPOTPaMMBbI-3aKIaIKH, BHPYCHL «CETEBBIE IINMHOHBIY, OCHOBHAS
e KOH(QHIEHIINATBLHOCTH, IeJIOCTHOCTH, JOCTYIHOCTH HH()OPMAMH M IIOJIHBIH
xocta. Kpome TOro, BO3MOXKEH HECAHKIHOHMDOBAHHBIA 3allyCK IIPUKJIAIHBIX
i 11 HECAHKI[MOHMPOBAHHOIO IIOIyUCHHs] HEOOXOAUMBIX HAPYIIUTENIO JaHHBIX,
X MPUKITIaJHOHN IPOrpaMMOH ITPOLECCOB | JP.
a TAHHBIX YTPO3:

> HaiiioB, COAEPKAIIMX HECAHKIIMOHUPOBAHHbIH HCIOIHACMBIHN KO;
& HPUIIOKEHMS ITyTeM MepernonHenus Oydepa NpHIoKeHHIi-CePBepOB;

K TPHIOKEHMS IYTEM MCIONb30BaHMs BO3MOXHOCTEH YNalCHHOrO YHPABJICHHS
yaBiseMbIX CKDBITHIMH IIPOTPAMMHBIMUA W aNNapaTHbBIMH  3aKJIajKamu, Jubo
HLIMU CPEJICTBAMH.

HEPBOrO M3 YKAa3aHHBIX IIOJKJIACCOB  OCHOBBIBAFOTCS Ha  aKTUBU3ALMHU
jfifoB mpu CciydadHOM OOpamieHHH K HuM. IIpmMepamu Takux (aiioB Moryr
\AepIKanHe UCIONHACMbIA KO B BUJ JIOKYMEHTBI, COZEPIallie HCIO/HAEMBIA KO B BUTIC
-AnIUIeTOB, HHTEPIPETUPYEMbIX CKPUITOB (HAIIPHMED, TeKCTHI Ha JavaScript); (aimbr,
= gompl mporpamm. J{st pacripocTpaHeHusT (HaifioB MOTYT HCIOTB30BATECS CITYKObI
aitoB, ceTeBoil (haiyIOBON CHCTEMBL.

A HCTIONB3YIOTCA HENOCTATKH TIPOrPaMM, DEATH3YEOIX CeTeBBIE CEPBUCHI (B
5 3a nepernosiHeHreM Oydepa). HacTpokKok CHCTEMHBIX PETHCTPOB HHOTTIA YAACTCS
€ IIpepbIBaHWs, BBI3BAHHOIO IEperoyHeHHeM Oydepa, Ha HCIIOJHEHHE KOIa,
bepa. [IprvepoM peam3aliy TaKoH yrpO3bl MOMKET CIY)KHTH BHEIPCHHUE IIMPOKO

0

A HAPYLIUTEb MCIIOJB3YeT BO3MOYKHOCTH YAAICHHOIO YIPABICHHS CUCTEMOH,
FIOHEHTAMM (HaNPHMEp. «TPOSHCKMMID mporpavvamy Trra Back. Orifice, Net
'BaMU  YTIPABIEHWs M AIMUHWCTPUPOBAHUS KOMIBROTEpHBIX ceredl (Landesk
Back Orifice u T. 11.). B pe3ynbraTe HX HCHONB30BaHMS yrnaeTcsl JOOMTHCS
HHEH B CETU.

VIpO3bl — MAJIOBEPOSATHA.

it 6PEOOHOCHDIX NPOZPAMM

(MaM, BHEIpSEMbLIM I10 CETH, OTHOCATCS BHPYCBI, KOTOPBIC IS CBOETO
) MCTOJIB3YIOT MPOTOKOJBI ¥ BOSMOMKHOCTH JIOKAIBHBIX U IJIOO&NBHBIX CETEH.
S0TBI CETEBOIO BUPYCa ABJACTCS BO3MOXKHOCTH CAMOCTOSITENBHO MepeaTh CBOH
s pabouyIo cTaHmmio. «Il0MHOLEHHBIS) CeTeBbIe BEPYCHI IIPH 3TOM 061a1ar0T
, Ha BBINIOJIHEHHE CBOM KOJI Ha yJaJICHHOM KOMITBIOTEPE HIIH, II0 KpaiHeH
yBaTells K 3aIlyCKy 3apakeHHOro (aia.

TH




sorpamMMami, obecneynBarompMu ocyiectaiaerre HCJI, MoryT ObITh:

opa ¥ BCKPBITHs ITapoJiei;

TH3YIOIIME YTPO3bI;

JEMOHCTPHPYIONIHE HCIIOJB30BAHUE HEACKIapHUPOBAHHBIX BO3MOJKHOCTEH
rpaMMHO-anmnapartoro obecneuenust ICII/Ix:

=patopbl KOMIBIOTEPHBIX BUPYCOB;

DHCTPUPYIOIINE YS3BIMOCTH CPEJCTB 3aIlUTh HE(QOPMALUY U Ap.

3alli¥ YrPO3bl — MAJIOBEPOSTHA.

3 2. Ucxoaublii ypoeens 3amumensocta HCIITn

=M 3aMIMIIEHHOCTH MTOHUMAETCST 0OOOIICHHBIH MOKa3aTelNb, 3aBUCLINNA OT
‘araroHHbIX XapakTepructuk UCITu (Y)).

TAaBJICHLl XapAKTEPUCTHKH YPOBHS HcxoaHod sammmenHoctd mna HMCILIa

»‘y’pOBeHB 3AlIHUIICHHOCTH
ypOBCHB 3alllMIIICHHOCTH
VUCIIOs | MCIls___ | UCIIe___

KHe M SKCILlyaTalliOHHbIE
aKTCPUCTHKN

MY Pa3MEIIEHUIO 0 0 0
JeHUS C CETSIMU 00IIIero 5 5 S

AJIbHBIM ) OIlEpaLUsIM C 0 0 maid)
HaJIbHBIX TAHHBIX
JI0CTyIla K IEPCOHAIIbHBIM 0 0 0

seHuii ¢ IpyruMu 0azamu 0 0 0

smsanus) [1)[H 5 5 5
OpBIC IPENOCTABIIAIOTCS 0 0 0
ateram MCIIIH Oe3
DPabOTKH

3. BepositHocts peannsauuu YBIL s

OCTLIO peanu3alldd Yrpo3bl [OHMMACTCs ONpPEASHSCMBIH SKCICPTHBIM IIyTEM
M3VIOIIUM, HACKOJBKO BEPOSITHBIM SIBJISIETCS pealnH3alHs KOHKDETHOH yrpo3bl

11 MUCIIJIH B CKJIAIBIBAIOIINXCS YCIOBUSAX OOCTAHOBKH.

saddumment (Y,) IS ONEHKU BEpOSTHOCTH BO3SHHKHOBEHHS YTPO3BI ONPEICIACTCA

MarysIM 3TOT0 IIOKa3aTels:

) - OTCYTCTBYIOT ~ OOBEKTHBHbBIE  IPEIOCHUIKM I OCYHIECTBIEHHS yrpo3bl (Y2

H0CTH - OOBEKTHBHBIE MPEINOCBUIKH Ul pealH3allH Yrpo3bl CYIIECTBYIOT, HO
TECTBEHHO 3aTPYIHSIOT ee peanuzanuio (Yo = 2);

'HOCTH - OOLEKTUBHBIC MPEANOCHUIKYA [JIs PEal3alliy yrpo3bl CYILIECTBYIOT, HO
euenns 6e3onacuoctu [1/In HegocTaTouHsl (Yo = 5);

5 - 00BEKTUBHEIE TIPEJIIOCHUIKY VISl PeaIH3alliH YTPO3bI CYIIECTBYIOT ¥ MEPEI
ITJIn me mpunsitol (Y2 = 10).

oranbHbIX AaHHBIX B CITJIH MOYKHO BBIIE/IHTH CIEAYIONIHE YIPO3bIL:

4. PeanusyemocTs yrpos
jeskn ypoBHs 3ammineHHocTd (Y|) B BEPOATHOCTH peanusaluu yrpossl (Y2),
MIHEHT PEaTn3yeMOCTH yrpo3bl (Y) M ONpENessieTCss BO3MOXHOCTE peanu3aluy



yrposel. Kosddurment peanusyemoctu yrposst Y Oyzer onpenensteea cootHomenneM Y = (Y1 + Y2)/20.
Onenka peamusyemoctr Y BI1/H npencrapiena B TabImle.
Tabmmma 2 — Peammsyemocts YBIT/In

Koadpunuent
Bo3MOXKHOCTD
Tum yrpo3 6e3omacrocty 111 peanu3yeMoCcTu
peann3anun
yrpo3ssl (Y)

1. Vrpo3el OT YTeUKH MO TEXHUYECKMM KaHAJIaM.
1.1. Yrpo3sel yTeukd akyCTUYeCKOH HHpopMaIu 0 HHU3Kasd
1.2. Yrpossl yreuku Bu10BOI MHOPMALUH 0 HU3Kasl
1.3. Yrpossr yreuxu undopmaruu o kagagam [IOMWH 0 HU3Kasi

2. YIpo3bl HECAHKIMOHUPOBAHHOTO JOCTyIIa K HHPOPMALIUH.
2.1. YTpo3sl yEHUTOKEHHUS, XUieHus annapatasix cpeacts UCTIJIn nocutene#t uupopmanun mytem
¢uznueckoro moctymna K 3nementam MCIT/Tx

2.1.1. Kpaxa IISBM 0 HU3Kasl

2.1.2. Kpaxa socureneii nHGOpMALIUK 0 HU3Kas!

2.1.3. Kpamxa xmoueii u aTpuOyTOB JI0CTyIIa 0 HU3Kast

2.1.4. Kpaxs, Moauduraiyii, yHHYTOKECHUS HHPOPMAITHH 0 HU3Kas

2.1.5. Buisoa 3 crpos y310B [IDBM, kaHaioB CBSI3H 03 CpenHss
2.1.6. HecasxumonspoBaHHbIil JOCTYI K HHQOPMALUH [PH 0 HHU3Kas
TEXHHYECKOM O0CIVKHBAHUH (PEMOHTE, YHHYTOKEHHUH) Y37I0B

[1DBM 7
2.1.7. HecanxumosMpoBasgHOE OTKIIIOUYEHHE CPE/ICTB 3aIlIUThI 0 HU3Kas

2.2. Yrpo3sl XMmiesss. HeCaHKIHOHUPOBAHHOH MOM(pUKAMK 1K OJIOKHPOBaHUS HH(pOpPMAIIH 32
cueT HecankmmoEmposanHoro foctyna (HCJI) ¢ mpuMeHeHHEM IPOrPaMMHO-aIIapaTHbIX 1
IPOrPaMMHEBIX CPEACTS (B TOM YHCJIC IPOrPaMMHO-MaTEMaTHICCKUX BO3JICHCTBHH).

2.2.1. JlelicTBIS BPEAOHOCHBIX [IPOIPaMM (BHPYCOB) 0,3 CPEeITHSIS
2.2.2. Henexnapuposasssie BO3MOXKHOCTH cucTeMHoro 110 u 0 HH3Kas
10 115 0OpabOTEHE HEPCOHANLHBIX TAHHBIX

2.2.3. Ycranoska 110 se cBS3aHHOIO C HCIIOJTHCHUEM 0 HU3Kas
cIyxeOHbBIX 00%3aHHOCTER

2.3. VIpo3s! He NpeaHaMepesHbIX ACHCTBII M0Tb30BaTelled U HApYIIeH I O€30IaCHOCTH
¢yukuronuposarms MCIAs u C3I1/Jn B ce cocTase U3-3a c00€eB B IIPOrpaMMHOM 00eCIeUeHuH, a
TaKKE OT yIPO3 HEAHTPOMOreHHOro (CO0EB anmnaparypsl U3-3a HCHAACKHOCTH 3JICMCHTOB, cboeB
3IEKTPONNTAHNSA) H CTHXHIHOIO (YIapOB MOJHHUH, 10KapoB, HABOIHCHUH U T.11.) XapakTepa.

2.3.1. YTparta KiroueH u arpuOyTOB J0CTYyna 0 HH3Kast
2.3.2. Henpenamepersas MoauduKais (yHHUTOKEHHE) 0,3 CpenHss
nHpOopMaMY COTPYAHUKAMH

2.3.3. Henpe tHamMepeHHOE OTKJIIOUEHHE CPEICTB 3AITUTEI 0,3 CpenHsist
2.3.4. Boixo U3 CTpOs anmapaTHO-IIPOTPaMMHBIX CPEJCTB 0,3 CpenHss
2.3.5. C6oli CHCTEMBI 2IEKTPOCHAOKEHHUS 0.3 CpemHss
2.3.6. CtuxuiiHoe OeACTBHE 0 HU3Kas
2.4. Yrpo3bl HpeHaMEPEHHbBIX ICHCTBUH BHYTPEHHUX HAPYLIATCICH

2.4.1. JlocTyn K uHpOpMAIUH, MOAUDHUKALMS, YHAITOKECHIES 0 HU3Kas
JIMI HEe OMYIIEHHBIX K ee 00paboTke

2.4.2. Pasrnamenue naGOpMaIiy, MOTA(PUKALHS, 0 HU3Kas

VHHUTOJKEHHE COTPYAHUKAMHE JOITYIICHHBIME K €€ 00paboTke
2.5.YTpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA 110 KaHaJlaM CBA3H.

2.5.1.Yrposa «AHauu3 CeTeBOro Tpapukay ¢ NepexBaToM 0 HU3Kas
nepenasaemoit u3 UCIIJIH u mprHEMAeMOH U3 BHELIHUX CeTeH

HHPOPMAITHN

2.5.1.1. Ilepexsar 3a nepeaeaMi ¢ KOHTPOJIMPYEMOM 30HEI 0 HU3KasI
2.5.1.2. Tlepexsar B npezenax KOHTPOJIUPYEMOH 30HBI 0 HH3Kas

BHCIUHHUMHU HAPYIIHUTCIAMH




2.5.1.3.IlepexBar B npejenax KOHTPOIUPYEMOH 30HEI 0 HU3Kas
BHYTPEHHHMH HApYLIUTEIIIMHU.
2.5.2.YTpo3bl CKaHUPOBAHUs, HANPABJICHHEBIC HA BBHIIBJICHHUE 0 HU3Kas
THIIA HJIA THIIOB HCIIOJIB3YEMBIX OIIEPALIMOHHBIX CHCTEM,
ceteBbIxX aapecos padbounx cranuuil MCII/IH, Tononoruu ceTy,
OTKPBITHIX MOPTOB M CIIy KO, OTKPBITEIX COEIUHEHHH U Ip.

2.5.3.Yrpo3sl BEISBICHHUS ITAPOJIEH 110 CETH 0 HU3KAs
2.5.4.Yrpo36l HaBs3bIBAaHUE JIOXKHOI'O MapIIPyTa CETH 0 HU3Kas
2.5.5.Vrpo3sl moaMeHs! JOBEPEHHOTO 00BEKTA B CETH 0 HU3KasI
2.5.6.Yrpossl Baeapenus a0xHoro o0bexra kak B MCII/IH, Tak 0 HU3Kast
¥l BO BHCHIHHX CETSIX

2.5.7.Yrpossl tTana «OTKa3 B 00CIy)KUBAHUUY 0 HU3Kast
2.5.8.Yrpo3sl yAaICHHOTO 3alyCKa IPHIIOYKEHUH 0 HU3Kas!
2.5.9.Yrpo3sl BEEAPEHNS 110 CETH BPEJOHOCHBIX IIPOrpamMM 0 HU3Kas

5. OneHKa onacHoOCTH Yrpo3
Onenxa omacmoctu YBII/[H NpousBOAUTCS Ha OCHOBE OIPOCAa CIEHUAIKCTOB IO 3aIlUTe
MH(QOPMALHE B ONpeaeseTcs BepOalbHbIM MOKa3aTeeM OMACHOCTH, KOTOPBIH MMEET TPU 3HAYCHHS:
- HH3Kas OMACHOCTDH - €CJIM PEau3alnsl Yrpo3bl MOXKET IPHBECTH K HE3HAUMTENIBHBIM HETATHBHBIM
[IOCJIC/ICTBHAM WIf CYOBEKTOB [IEPCOHATBHBIX JaHHBIX;
- CcpeIHsiE OMACHOCTD - €CIIM PEAIN3alisa YTPO3bl MOXKET IPUBECTU K HETATUBHBIM [OCIEACTBUAM AJ1s
CYOBEKTOB MEPCOHANBHBIX TaHHBIX;
- BHICOKAS ONACHOCTH - SCIM PEAH3alys yrpo3bl MOKET NPHBECTH K 3HAYMTENbHBIM HETaTHBHBIM
[IOCJIEICTBHSM IR CYOBEKTOB EPCOHANBHBIX JaHHBIX.
Ouernxa onacsocts YbBII/In npencrasneHa TaONIULE.

Ta6nuna 3 — Omacsocts YBI1/(H

Tun yrpos 6e3onacaoctu [IJIx e
yIpO3BL
1. Yrpo3sl OT YT€UKH M0 TEXHHYECKMM KaHaIaM.
1.1. Yrpos3sl yTedks aKyCcTHIECKOH HHPOPMAIIH HHU3Kast OTTACHOCTb
1.2. Yrpo3bl yTeuKH BHAOBOM HH(OPMALMH HU3Kas ONACHOCTh
1.3. Vrpossl yreukn uadopmanuy no kadatam [IOMUH HH3Kasl ONaCHOCTh

2. Yrpo3bl HECAHKIIMOHHPOBAHHOTO HOCTYyIA K HHPOpMAIHH.
2.1. Yrpo3bl YHHUTOKEHHS, XUIIeHUs anmnapatHsix cpeacts MCIT/In nocurenel nHGOpMAaIUH [IyTeM
¢usmueckoro gocryna K saementam MCT1u

2.1.1. Kpaxa [19BM HU3Kasl ONTaCHOCTh
2.1.2. Kpaxxa HocuTeneit mHpOpMaLUU HU3Kas OIaCHOCTh
2.1.3. Kpaska kmroueit u aTpOyTOB JOCTYTIA HHU3Kasl ONTaCHOCTb
2.1.4. Kpaxu, MoauuKalpn, yHHITOKEHNUs HHPOpMALH HH3Kas OIIaCHOCTH
2.1.5. Besoa u3 ctpost y3i08 [I1OBM, kaHaI0B CBA3U HH3Kast ONaCHOCTh

2.1.6. HecanKIMOHUPOBAHHBIN JOCTYI K HHQOPMALUK [IPH TEXHUIECKOM
- | obcmyxHBaHHHK (PEMOHTE, YHHUTOKEHHH) y31108 [I9BM

| 2.1.7. HecaHKLIMOHUPOBAHHOE OTKJIIOYCHUE CPEJICTB 3aLIUTEI CpeZHss OIIacHOCTb
2.2. YTPOo3bl XUIIEHHS, HeCAHKIIMOHHPOBAHHON MOIM(MUKALUY KM OJOKUPOBaHHS HHPOPMALIHHY 34
cuer Hecankuuonuposanuoro poctyna (HCJI) ¢ npuMeHenneM NporpaMMHO-aINIapaTHIX 1
TIPOTPaMMHEIX CPEICTB (B TOM YHMCIIe TPOrPaMMHO-MaTeMaTHIeCKUX BO3IEHCTBHM).

2.2.1. JleficTBHSsI BpeJOHOCHBIX IPOTPaMM (BUPYCOB) CpeHsIsl OTaCHOCTh
2.2.2. HenexnapuposaHHble BO3MOXKHOCTH cuctemuoro 10 u 1O st HU3Kasl OMacHOCTh
00pabOTKU NMEPCOHAIBHBIX JaHHBIX

2.2.3. Ycranoska [10 He CBS3aHHOIO C HCIOJHEHHEM CITy)KEOHBIX HHM3Kas OMACHOCTh
00sI3aHHOCTEN il




CPCHHBIX NCHCTBHM I10JB30BAT

u atpulyToB focTyna
Has MonupHKaLus (yHHYTOXEHME) HHpOpManuu

OTKJIFOYCHHUE CPE/ICTB 3alUThI
HIAPATHO-MIPOTPAMMHEBIX CPEICTB
DOCHAOYKEHH L

HEIX ICHCTBHH BHYTpEHHUX Hapymurenei
MOJIMDUKALUS, YHHYTOIKCH G JIL He

HHH, MONTU(DHKAINS, YHIYTOKEHNE
K ee 00paboTke

HHOI'O I0CTYIIa 10 KAHAJIAM CBSI3H.
O TpauKay ¢ nepexsarom nepeaBaemoii u3
SHIHKX ceTel HHdOpMarwu:

€JIel ¥ HapyIIeHwi 6e30macHocTH
HCITOx 1 C3T1H B ee cocTane 13-3a c00EB B IPOrpaMMHOM obecrieuenun, a
POTIOreHHOrO (cO0eB anmnapaTypsr u3-3a HEHAZeKHOCTH 9JIEMEHTOB, cOoen
HXHUHOTO (YIapOB MOJIHMIA, IOKapoB, HABOJHEHHUM H T.11.) XapakTepa.

HH3Kasi onacHOCTD
CPpCLHsIs OTIaCHOCTH

HH3Kas1 onmacHOCTL

HHU3Kas OnmacHOCTh

HH3Kas OIMacHOCTb

¥ C KOHTPOJIHPYEMOM 30HLI

HH3Kas OIIaCHOCTh

SOHTPOJIHUPYEMOH 30HbLI BHEIIHUMH

HH3Kas OIIacHOCTBH

DOJIPYEMOM 30HBI BHYTPEeHHHMHA

HH3Kas ONacHOCTh

BENpaBIICHHDIC Ha BBIABIICHUE THIIA WK THIOR
, CHCTCM, CCTCBBIX aNpecoB pabounX CTammmi
UCI1dn, Tonomorss D DBITHIX HIOPTOB U CityK0, OTKPBITHIX
COCMHCHUM 1 jip. |

HH3Kasg OmMacHOCTh

il 110 ceTH

HH3KasA OIIaCHOCTH

H0T0 MaplIpyTa ceTH

HH3Kas OIIaCHOCTH

2.5.5.Yrpo3s! nome B HOro 00BEKTA B ceTu

HH3Kas OITaCHOCTDH

2.5.6.YTpo3n! BHe ApemS

0 06beKTa Kak B UCTI/[H, Tak u Bo BHEINENX | HH3Kas OMACHOCTH

VBaHUM)

HH3Kas ONMaCHOCTDb

CKa MPUJIOKEHHHA

HH3Kasd OITACHOCThH

2.5.9.Yrpo3s! Baeape: [H BPEIOHOCHBIX IIPOrpamMm

_ HH3Kas OacHOCTH

-

B coorsercrenm ¢ AIPEBHIIAMHI  OTHECEHHS YIpO3bl Ge30MacHOCTH & SKTyansHOH, s VICTI/IH

OUPCACIAIOTCS aKTyaibHbie B HeaKTyalbHbIe YTPO3BI.
Tabnuua 4 - Mpapuaa OBPEAcncHs akTyanbHOCTH Y BIT/ [

e 4‘3{.0]][)6}16.}16!{1/18 AKTyanbHOCTH yrpos B HCIHLda

Bo3smosknocts [Tokazaress onacaoern YIPO3El

—

pea3anuu \
YIPO3LI Huskas Cpemuas

Bricokas

Huzkas HEaKTyalbHasl

aKTyajbHas

] Cpeansist HeaKTyajbHas

aKTyanbHas

aKTyanbHast

OueHs BEICOKas aKTyaJlbHas

Fﬂcomx aKTyanbHas | A IbBAS

aKTyaJbHast




Ounerka akryancuocru YTPO3 6e30MacHOCTH IpeacTaRIeHa B TabuuIe,

TaGnuna 5 — Axryasesocrs YBI/Iu

Tun yrpos 6e3onacuoctu I11a

Omacroctn
YIPO3bI

Fan

110 TEXHUYECKUM KaHAIaM.
CTHYECKOH uHpOopMarmn } HeaKTyalbHas
[0BOH uHpOpMaAnHH i HeAKTya bHas
OpMalY 10 Kanasam [IDMIH HEaKTyalbHast
POBAHHOIO NOCTyNa K HHpOpPMaIiuHy,
XHIICHUA annapathbix cpencts MUCII)In vocuteneii MH(OPMAaLuu nytem
aementam VCIT [

HeaKTyanbHas

DopMaruy HeaKTyaapHas

OB JOCTYyIIa HeaKTyalbHas

HUYTOXKCHUA HHPOPMAITHU HeaKTyalsHas

8 [IOBM, kanaios cBssu HeaKTyalbHas

AOCTYT K HH(DOPMALIUH IPH TeXHUIECKOM HeaKTyalbHas
STOXEHHUH) y3510B [[9BM

OYCHHUE CPEACTB 3aIIUTEI HEaKTyaJIbHas

HHOHUPOBAHHOM MOJH(DUKAIIAN WK OnoKHpoBaHYs uadopmanuy 3a

—

i {3 a (HCI) ¢ mpumenennem [IPOTPaMMHEO-annapaTHEIX |
CJIC IPOrPAMMHO-MaTEMATHYECKITX BO3AEHCTBHIT).

[pOorpamm (BUpycoB) AKTyaJIbHAs —]
IMOYKHOCTH CHCTeMHoro 110 i 110 I HeaKTyalbHas

A bl
HEOTO C HCTIONHEHNEM CIIy/KeBHDIX | HeaKTyasipHasg

2.2, Yrpoger
CHUCT HECAHKIHOH
OPOrPaAMMHBIX Cpe

4BIX ICHCTBUH MOB30BaTECH 1 HapylicHE# Be30nacaocTH

8 C3I1/IH B ee cocrase uz-3a c60€eB B IporpanMEoM obecnevenuy, a
H0T0 (cO0€eB ammapatypsl n3-3a HCHA/IC)KHOCTH 3IMEMEHTOB, c60eB

0 (YAapoB MOITHHIA, IIO’KapOB, HABOAHEHHI 1 TJ]‘.) Xapakrepa.

2.3. Yrpo3s! He
(yHKIHOHUpOBARNE
TaK)XXe OT YIPO3 Heas
SIICKTPOTIHTAHHS) ¥ &

OB JIOCTyIa HEaKTyaJIbHas
HOuKauus (YHIYTOXKeH e ) uHpOpMaI aKTyaJlbHast
DESIIFOYCHYE CPENCTB 3aIITUTEI aKTyaJlbHas
JETHO-ITPOTPAMMHBIX CPENCTB ‘ aKTyaybHas

Ha0KEeHHUsI HCaKTyaJbHas
HeaKkTyanbHas

JCHCTBHUI BHYTPEHHUX HapymureseH
MOAH(bHKALIMS, YHEYTOREHE UL He HeaKTyas bHas

2.4.2. Pasrnamenme OPMaNyY, MOJH(DHKANNE, YHHYTOXeH e aKTyajabHast
COTPYJHUKAMH JOMVENCHHEIM K cc obpaborxe f
2.5.YTpo3bl HeCARKIMORMPOBAHOLO JOCTYHA 1) KAHANAM CBS3.

2.5.1.Yrpoza «Amamms ceresoro TpadHKay & mepexsaTonm IiepeaBaeMoi 13 T HeaKTyaJabHas
VCII 1 v npuasMaemoit 13 BHCIIIHUX CETEl ALY

2.5.1.1. Ilepexsar 3a IIepeAcIaMy C KOHT i 30HE! HeaKTyaJbHas T
2.5.1.2. Tlepexeat B npeneax KOHTPOIHD Bl BHCIITHHMH HeaKTyalbHas [
HapyIIuTeIaMu '

2.5.1.3.ITepexsar B npenenax KOHTE OJIH | BEYTDCHEAME HeaKkTyalbHas W
HapYUIHTENIMHU. !

2.5.2.YTpo3sl cKaHHpOBanH® MICHEE THIIA WK THIIOB HeakTyagbHas |

.




HCIOJIb3YEMBIX OHEPALHOHHEIX CHCTEM, CETCREIX AIPEcOB pabounX CTAHIIHI
HUCTIIH, rononorun CETH, OTKPBITBIX [IOPTOB U CITYKO, OTKPBITBHIX
COCMHEHHH H

HEaKTyalbHas
HeaKTyanpHas
HCaKTyabHas

HEeaKTyaJlLHas

HEaKTyallbHas
HeaKTyajabHas
HeaKTyajpHas

m iKas b 00CIy)uBaH I
m ) 3allyCKa [IPHUI0KESHUI

= 110 CCTH BPETOHOCHBIX IPOTPaMM

bbum AVIOLIME aKTyaJIbHBIE YTPO3bI:

1) Je OCHBIX [IPOrpaMM (BHPYCOR) “
2) Hen i MOHUKALHsI (YHHYTOXKEHME) MH(bOPMaLHH COTPY NHHKAMH |
3) Hen = OTKJIIOYICHHE CPEJICTB 3AlHTbI

4) Beix 1Ia8DATHO-IIPOTPAMMHBIX CpencTs

5) Pasg IMALNH, MOXH(DMKALHSA, YHHYTOKCHHE COTPYIHHKAMH, TOMYIIEHHLIMH K ee 3

00paborke “
Jdns  cml ICTH  PEANTM3AUN  AKTYaTbHBIX YBIa PEKOMCHIYETCS  OCYIIECTBHUTD ‘}
 CJIeNyIolIie Mep . ‘
| 1) Iposs ~OTPY/IHUKOB, NONYIIEHHBIX K 06paGoTie IJ1s npaBumam obpamienus ¢
| IT1IH, TpeGoans 51X TOKYMEHTOB.,
2) Paspai 1u nosb3oBatenedt UCITy.
3) Coes SBOOUTE  NPO(HIAKTHYECKOE oOcny#HMBanMe TexHEYCCKHX CPEACTB
| UCIIOn.
, l 4) llpn tonepausanun UCII/{0 yuursisats AKTYANBHOCTE BO3HUKHOBEHHS yrpo3

6esomacrocTty [1)
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